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Job Description 
	Job Title
	Information Governance Officer

	Grade
	Band F

	Reporting To
	
Principal Information Governance Officer

	JD Ref
	CSUP0051G


	 
Purpose
Ensure Council Information Asset Register, Record of Processing Activities Register are current and fit for purpose. Be responsible for Data Security Protection Toolkit (DSPT) compliance.  Lead Officer on recording, reporting and analysis of Security Incidents. Ensure current registers are maintained for all Data Privacy Impact Assessments and Data Sharing Agreements.  
Support the Information Governance Team in all aspects of their work, ensuring compliance is achieved across the Council.

Main Duties And Responsibilities
· Maintain, analyse and update all records relating to the Council’s Information Assets and compliance with Data Protection Legislation, ensuring that they are organic documents and liaising with Officers across the Council. To include: Information Asset Register; Record of Processing Activity, Data Protection Impact Assessment Register; Information Sharing Agreement Register.
· Provide guidance and support in relation to Information Assets and the Register.
· Responsible for all administrative functions and arrangements for the Information Governance Board meetings and AI Meetings, including meeting deadlines, writing reports, preparation of agenda, attending the meetings, accurate minute taking, tracking actions and any other functions / actions arising.
· Assist the Principal with the processing of all information requests received by the Information Governance Team, including Freedom of Information requests and Subject Access Requests. 
· Record and investigate Information Security Incidents, including any follow up actions. 
· Work with relevant key Officers to review and publish Information Governance Policies.
· Support relevant key officers to ensure the completion of Information Governance and Security compliance submissions to Central Government and NHS (e.g., DSPT).
· Work with relevant key officers in developing Data Protection Impact Assessment and Data Sharing Agreements with all service areas.
· Work with key officers to maintain a fit for purpose Record of Processing Activity and Information Asset Register to ensure compliance with legislation.
· Develop and maintain the Data Protection Impact Assessment Register and Information Sharing Agreement Register.
· Assist relevant key officers to respond to the Information Commissioners Office enquiries and Internal Audit Reports.
· Assist the Principal in providing support to projects which improve the Authority’s information governance.
· Responsible for ensuring the relevant information required to be published as Transparency Code information is collected and published to the required deadlines.
· Provide support in relation to information governance requests to ensure they are facilitated within the current time limits.
· Enjoy, achieve, create impact, and thrive in the role and organisation.
· Live our values in the role and organisation.
Communication, Engagement and Training: 
· Primary point of advice and support for the Information Governance Team, ensuring Council governance standards and legislative requirements are met.
· Be the primary contact for service areas providing advice and guidance and appropriate policies and procedures to ensure Information Governance compliance.
Compliance: 
· Adhere to and comply with all relevant corporate policies and procedures including Health & Safety, General Data Protection Regulations (GDPR), Corporate Governance and Code of Conduct.
[bookmark: _Hlk142571170]Other: 
Any other duties commensurate with the grade. 
[bookmark: _Hlk80364490]Role Specific Knowledge, Experience And Skills
Qualifications
· Attainment or working towards a professional, academic or industry standard qualification relevant to the role (minimum A Level or equivalent and/or working towards NVQ Level 5 or equivalent).
Knowledge & Skills
· Knowledge of relevant Information Governance legislation, regulations, codes of practice, policies, and procedures. 
· Strong and efficient organisational and time management skills with an ability to multi-skill, to prioritise and produce excellent work under pressure and to tight timescales and deadlines.
· Ability to demonstrate an understanding of Data Protection, Freedom of Information and Environmental Information Legislation and issues relating to information governance and confidentiality.
· Strong and effective interpersonal skills both written and verbal when communicating with Officers and Councillors.
· Ability to influence and negotiate with others in relation to complex incidents and the facilitation of tasks within legal deadlines.
· Proficient IT skills e.g., use of Microsoft products. 
· Ability to maintain accurate and up-to-date electronic records.
· Ability to work independently and as part of a team.
· Excellent and proven customer service skills.
· Excellent attention to detail and accuracy in relation to the written word. 
· Excellent numeracy and literacy.
· Excellent interpersonal, communication and negotiation skills.
Experience
· Excellent understanding of local government Information Governance policies and procedures
· Proven ability to communicate confidently and clearly, both verbally and in writing, in order to inform and/or persuade and influence others.
· Experience of planning and prioritising work, whilst remaining flexible to changing demands.
· Proven negotiation skills to ensure timely responses are received to meet legal deadlines.
· Experience of working with Information Governance legislation.
· Experience of dealing with the public in a customer focussed role.
· Excellent understanding and commitment to customer service to internal and external customers.
· Experience of working with and negotiating in a dispute environment.
Additional Information 
Ability to travel across the Borough and work from various locations. 
Work hybrid, with a flexible working approach to accommodate service needs.
Expected to work from a fixed location (subject to change).
Health & Safety Considerations: 
· Lone working
· Work with VDUs (Video Display Unit) (>5hrs per week)
Approved By: Jane Corrin – Information Governance and Compliance Manager DPO
Date Of Approval: July 2025
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