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Job Description 
	Job Title
	Information Governance Officer

	Grade
	Graduate Grade 

	Reporting To
	
Deputy Data Protection Officer 

	JD Ref
	


 Purpose
Support the Information Governance Team on all matters concerning information governance to provide assurance and reduce information risks to the Council.  Work to strengthen the information governance culture across the Council, to enable the Authority to meet its information governance obligations and achieve compliance with relevant legislation and regulation. 
Main Duties And Responsibilities
Ensure all information governance policies and procedures remain current and fit for purpose and act as a point of contact for disseminating information on said policies. Maintain appropriate registers and records in relation to information governance requirements.   In particular but not limited to:-
· Data Protection Act/GDPR (DPA)
· Environmental Information Regulations (EIR)
· Freedom of Information Act (FOI)
· Transparency Code
· Data Security and Protection Toolkit (DSPT)
· Artificial Intelligence 
· Record of Processing Activities and Asset Register (ROPA.IAR) 
· Data Sharing Agreements and Data privacy Impact Assessments
· Security incidents
In relation to the list above duties will include
Supporting the Information Governance Team in ensuing the facilitation of information requests made under current relevant legislation.
Responsible for ensuring the Transparency Code information is collected and published to the required deadlines
Assist in yearly completion of the current Data Security and Protection Toolkit or its equivalent. 

Work with the Deputy Data Protection Officer in responding to enquiries relating to the use of Artificial Intelligence within the Council. 

Maintain and update all records relating to Record of Processing Activities/Information Asset Register ensuring that they are organic documents.  

Establish a current register to contain all Data Sharing agreements and Data Privacy Impact Assessments. 

Record and investigate Information Security Incidents, maintaining accurate records of the incidents and actions taken. 

Enjoy, achieve, create impact, and thrive in the role and organisation.

Live our values in the role and organisation.

Communication, Engagement and Training: 
· Enable others to make informed decisions by providing clear advice, support and information with regards to information governance matters.

· Create and maintain robust working relationships by means of strong and effective interpersonal skills both written and verbal when communicating with officers at all levels throughout the Council.

· Support and contribute to the decision-making processes in relation to information governance obligations.

Compliance: 
· Adhere to and comply with all relevant corporate policies and procedures including Health & Safety, General Data Protection Regulations (GDPR), Corporate Governance and Code of Conduct.
[bookmark: _Hlk142571170]Other: 
Any other duties commensurate with the grade. 
[bookmark: _Hlk80364490]Role Specific Knowledge, Experience And Skills
Qualifications
· Post holder would be required to undertake the following qualification if not already in possession of it Data protection and information governance practitioner / Institute for Apprenticeships and Technical Education  

Knowledge & Skills

· Strong and efficient organisational and time management skills with an ability to multi-skill, to prioritise and produce excellent work under pressure and to tight timescales and deadlines.

· Able to demonstrate an understanding of current Information Governance Legislation - Data Protection, Freedom of Information and Environmental Information Legislation.

· Understanding of the potential uses of Artificial Intelligence within a large organisation.

· Strong and effective interpersonal skills both written and verbal.

· Ability to negotiate and influence others in relation to facilitation of tasks within legal deadlines.

· Proficient ICT skills including the use of Microsoft products. 

· Able to work independently and as part of a team.

Experience

· Proven ability to communicate confidently and clearly, both verbally and in writing, in order to inform and/or persuade and influence others.

· Ability of planning and prioritising work, whilst remaining flexible to changing demands.

Additional Information 
Ability to travel across the Borough and work from various locations. 
Work hybrid, with a flexible working approach to accommodate service needs.
Expected to work from a fixed location (subject to change).
Health & Safety Considerations: 
· Lone working
· Work with VDUs (Video Display Unit) (>5hrs per week)
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