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	Job Title 
	ICT – Systems Administrator

	Team
	Development
	Grade
	S9



Overall job purpose:
	
Provide technical expertise for the development, implementation, administration and support of the council’s ICT cloud and on-premise infrastructure.

Ensure services are developed, maintained and operate efficiently, securely and are reliably.




Key areas of focus:
	1
	Develop, administer and support the council’s ICT infrastructure in line with industry best practice

	2
	Design, plan and implement changes to the ICT infrastructure, including developing new technologies 

	3
	Undertake capacity planning, monitoring and performance tuning to ensure systems remain available and run at optimum performance

	4
	Ownership of corporate and departmental systems / telephony ensuring the organisation gains maximum value from its investment

	5
	Continually review security and cyber threats, assess risk levels and implement proportionate controls

	6
	Provide 2nd and 3rd line support, carry out complex fault analysis and provide permanent fixes or temporary workarounds

	7
	Maintain a detailed understanding of technical products and services (including new and emerging) and how these could benefit the council

	8
	Undertake technical evaluations and supplier clarifications for infrastructure and system changes ensuring they meet user / business need

	9
	Lead / manage projects to upgrade infrastructure and systems, represent ICT at project meetings and act as the design authority

	10
	Attend internal / external meetings to provide expert knowledge, advice and guidance; substitute for the senior systems administrator when required.

	11
	Ensure compliance with relevant laws, regulations and standards such as the Public Service Network (PSN) and Payment Card Industry (PCI)

	12
	Maintain a document library and ensure systems, diagrams and procedures are kept up to date

	13
	Maintain an expert knowledge of infrastructure technology best practice through attendance at training courses and self-development

	14
	Develop other teams’ knowledge including the production of training materials and support documentation

	15
	The post holder will be expected to work a rota to provide cover between 0800 hrs and 1800 hrs (Monday – Friday).

	16
	The post holder may occasionally be asked to be flexible to undertake out-of-hours tasks and deal with unexpected events (which may be at short_ notice and paid as overtime or time off in lieu.

	17
	The post holder may need to provide remote standby cover over the Christmas period for which an additional payment would be made

	18
	Any other duties that are appropriate with this post







Role Requirements
The following outlines the criteria for this post. Applicants will be shortlisted and interviewed to access if they meet the criteria for the role. 
	
Criteria
	Essential
	Desirable

	Professional Qualifications          

	Relevant Microsoft certifications
	
	X

	Experience (2 + years)

	Managing the delivery of ICT server and infrastructure services in a large and complex corporate environment 
	X
	

	Multi delivery architectures including on premise, cloud, and hybrid environments
	X
	

	Leading on / project management of major corporate and departmental system changes and service improvements
	
	X

	Management, ownership, development, and administration of corporate and departmental systems
	X
	

	ICT infrastructure hardening to ensuring corporate and departmental systems are secure and comply with relevant industry standards e.g. PSN, PCI-DSS & GDPR
	
	X

	Ownership and life cycle management of technical infrastructures, including implementation continual improvement and decommissioning
	X
	

	Programming, scripting, configuration and automation of processes and data management
	X
	

	Fault finding and remediation in a complex technical and integrated environment
	X
	

	Supporting operational teams, providing advice, guidance and expert level direction 
	X
	

	Knowledge

	Microsoft – AI
	
	X

	Microsoft – Authentication
	X
	

	Microsoft - Azure
	X
	

	Microsoft - Exchange
	X
	

	Microsoft - Intune 
	X
	

	Microsoft – O365
	X
	

	Microsoft - PowerShell
	X
	

	Microsoft - Server
	X
	

	Microsoft - SharePoint
	X
	

	Microsoft - SQL Server
	X
	

	Microsoft - Systems Centre
	
	X

	Microsoft – Teams
	X
	

	Microsoft – Telephony
	X
	

	Security, cyber security and disaster recovery
	X
	

	Storage Area Networks (SAN)
	
	X

	VMWare
	
	X

	Web services
	X
	

	Competencies

	Industry knowledge: Actively seeks out best 
practice and CPD to understand current issues
related to the department, sector and profession to make informed decisions.
	X
	

	Initiative: is resourceful and able to work and make decisions with limited supervision
	X
	

	Organisational skills: Understands work of the wider team and feeds into supporting this alongside own work, making the best use of available resources
	X
	

	Problem solving: Able to identify internal/external issues, consider
solutions and implement to support objectives.
	X
	

	Results driven: Is clear about what they want from others and provides specific briefs offering support to deliver outcomes and calls out poor performance.
	X
	

	Change management: Understands the concept 
of effective change management, who to include
in decision making and implementing changes, and able to persuade others
	X
	

	Behaviours

	Commitment: Embraces and champions Aruns values, with a strong work ethic, commitment, and motivation, to achieve and deliver outcomes
	X
	

	Adaptable: Adaptable to changing situations and comfortable multi-tasking 
	X
	

	Innovation: Uses initiative, contributes to and implements new progressive processes or projects that will improve service delivery.
	X
	

	Supportive: Builds a supportive work environment by being available, actively listening and providing constructive advice or suggestions
	X
	

	Other 

	
	Yes
	No

	Does this role require a basic DBS check?
	X
	

	Is this a Political restricted post?
	
	X

	Does this role require any out of hours, weekend, evening, or rota work?  
	X
	

	Does this role require a driver’s license and access to a vehicle?
	
	X

	Does this role attract an essential car user allowance?
	
	X

	Does this role attract a market supplement?
	
	X

	Does this role require a uniform?
	
	X
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