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ROLE DESCRIPTION

	JOB TITLE
	POST NUMBER

	Data Governance Paralegal (IG)
	U2038

	DIRECTORATE
	LOCATION

	Governance & Corporate Services
	Hybrid Working (mix of home working and office working at offices based in Hailsham, East Sussex – precise mix to be agreed with line manager and subject to service needs)

	GRADE
	OTHER ALLOWANCES

	WDC 4
	Casual Car User

	KEY WORKING RELATIONSHIPS
	INTERNAL/EXTERNAL

	Who will I be working with?
	Internal:
1. Information Governance Manager
2. Senior Data Governance Lawyer / Data Protection Officer
3. Legal Services Manager
4. Chief Legal and Governance Officer
5. Staff within Information Governance and Legal Services
6. Staff within other departments of Wealden District Council
7. Members of Wealden District Council
8. Information Management Panel
External: 
9. Officers of other local authorities
10. Government Departments and Local Authority Associations
11. Lawyers in private firms, Counsel, other bodies, organisations and agencies
12. Regulatory bodies
13. Commercial organisations and suppliers
14. Officers of local town and parish councils.
15. Members of the public

	How will I be interacting with others?
This covers JE Criteria G (Relationships)
	Regular contact in person and by telephone, video calls, letter, email and instant message. 
Responsibility for flowing information up to the Information Governance Manager and the Senior Data Governance Lawyer / Data Protection Officer and sharing information to Information Governance Officers and lawyers within the Legal Services Team. 
Regular liaison with Information Governance Officers to provide support and cover (as needed) and to ensure timely completion of tasks. 
Postholder will be interacting with persons at all levels of seniority and includes handling confidential and sensitive information.

	STATUTORY RESPONSIBILITIES/LEVEL OF ACCOUNTABILITY

	What am I accountable for?
	· Support the Information Governance Team in managing compliance with UK GDPR, Data Protection Act 2018, Freedom of Information Act 2000, Environmental Information Regulations 2004 and associated legislation.
· Under appropriate supervision, to provide professional and accurate legal and compliance advice and manage a caseload of routine data governance matters. 
· Support the administration and maintenance of information systems within the team, such as the information governance and legal case management systems.
· Ensuring compliance with relevant requirements of professional bodies and accreditation, corporate policies and best practices for client care (as applicable). 
· Working under supervision to support and assist the Information Governance and Legal Services Teams to undertake the Council’s legal functions in accordance with legislation, its constitution and best practice.

	What are the consequences for me or the council?

This covers JE Criteria D (Accountability)
	The postholder will support the provision of information governance advice to ensure the Council complies with statutory requirements, protects personal and confidential data, and mitigates legal, financial and reputational risks (including the risk of enforcement action or regulatory proceedings).

	DECISION MAKING AUTHORITY (INDEPENDENCE)

	What actions can I take independently? 
· To support Information Governance and the Senior Data Governance Lawyer / Data Protection Officer with the delivery of Legal and compliance advice and assistance; and support the respective teams within the two Service areas. 
· Contribute towards and support the Information Governance and Legal Services’ strategies and procedures.

	When do I need to involve others? 
Limits of Authority
· As set out the Council's Constitution, Financial Procedures Rules, Conditions of Service and Corporate Policies as defined from time to time by the Council, its Senior Leadership Team, the Information Governance Manager or Legal Services Manager. 
· Interpretation of the law or matters outside their expertise or beyond postholders experience. 
No budgetary responsibility – no authority to approve purchase orders or settling invoices.

	JOB PURPOSE (COMPLEXITY)

	Why does this job exist?
To support the delivery of a range of high-quality information governance services, including advice on Freedom of Information, Data Protection, and records management, to ensure compliance, transparency, and the delivery of best value services to Wealden District Council.
Under the direction and guidance of the Information Governance Manager and Senior Data Governance Lawyer / Data Protection Officer to:

· Support the Information Governance team and other officers with the day-to-day management of matters relating to information governance, freedom of information, data protection, and access to information rights;
· Carry out research into relevant legislation, case law, regulatory guidance and best practice, and provide clear advice in respect of information governance and access to information rights; 
· Advise internal clients both orally and in writing on matters relating to information governance, FOIA, EIR, DPA and UK GDPR; and 
Take responsibility for managing a caseload of routine information rights requests and related matters.

	How does it contribute to the Council overall?
Both the Information Governance and the Legal Services teams play a crucial role in providing client focused and professional legal services to help support the Councils deliver on their corporate objectives and ambitions.
The role contributes to the effective governance of the Council by supporting compliance with statutory information management obligations, helping safeguard the organisation against legal, financial and reputational risks. By ensuring information is handled lawfully, transparently and responsibly, the role helps protect public trust, supports service delivery and enables the Council to meet its strategic objectives.
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ROLE RESPONSIBILITIES 

	What are the most important things I will be doing? 
1. To support the Information Governance team and Legal Services to deliver advice to Members and Officers on legal and compliance matters, policies and corporate issues, ensuring the Councils’ best interests are achieved 
2. Support the Information Governance Team in managing requests under the Freedom of Information Act (FOIA), Environmental Information Regulations (EIR) and UK GDPR, ensuring statutory deadlines are met, with exemptions accurately and lawfully applied.
3. Support the development and review of data governance policies, procedures and registers (e.g., information asset register, retention schedules).
4. Provide administrative support to the Information Management Panel, including scheduling and diarising meetings, preparing agendas, circulating papers and producing accurate minutes and action logs.  The role will also involve coordinating meeting arrangements, managing shared inboxes, tracking submissions, updating information governance registers, and assisting with the organisation of training sessions and awareness activities.
5. Help monitor and promote best practice in data handling, confidentiality, and records management across the Council.
6. Assist with data breach logging and incident response coordination, including information gathering and drafting summaries.
7. Carry out initial research and provide basic advice to services under the supervision of Information Governance Manager or the Senior Data Governance Lawyer / Data Protection Officer
8. To deploy and support any technology implemented in the team for maximum efficiency and effectiveness and to identify and help implement continual improvements in the team systems and processes. To support change projects where necessary. 
9. To support the timely delivery of effective information governance/legal services to the Council with maximum efficiency and economy.


	What other activities will I be responsible for?  What other activities will I be responsible for?  
1. Managing and monitoring a busy shared mailbox of: data protection requests; FOI and EIR requests; complaints; general customer enquiries; and regulator complaints, prioritising and highlighting statutory deadlines.
2. To support with monitoring and managing other shared inboxes as may be required from time to time.
3. Receive, log and securely track all incoming Data Subject Access Requests (DSARs), Freedom of Information (FOI) requests, Environmental Information Regulations (EIR) requests and GDPR Requests
4. Carry out straightforward searches across shared drives, email accounts, case-management systems and physical filing areas to locate information responsive to requests.
5. Redact personal or exempt information from documents using Nuance in accordance with published exemption guidance. 
6. Prepare and send routine acknowledgement letters, holding letters and final response packs within statutory deadlines. 
7. Drafting and writing emails or letters on behalf of others.
8. Update the case management system on a daily basis and escalate any cases that will breach deadline. 
9. Respond independently to simple, low-risk requests where no exemptions apply and the information is readily available. 
10. Maintain and update the council’s Publication Scheme and retention schedules by adding or archiving new document types under clear instructions. 
11. To support with finance related tasks as may be required from time to time.
12. To deploy and support the information systems at your disposal to ensure compliance with all departmental and corporate policies.
13. To support the successful delivery of training and development activities for Services as required. 
14. Ensure that you safeguard the personal data which is provided to you or to which you have access in the course of your duties. To ensure that you undertake ongoing training to keep your knowledge up to date in this area. 
15. Ensure that your actions comply with departmental and Councils policies, Constitution, Financial Regulations and the Code of Conduct for Council Officers. 
16. Respect the confidentiality of material which is provided to you or to which you have access in the course of your duties. To keep this material confidential during and after your employment with the Council.
17. To abide by the Council’s Equalities Objectives.
18. To act in accordance with the Council’s health and safety policy to take reasonable care for your own health and safety and that of others who may be affected by your work activity. 
19. Flexibility of working hours as required for occasional out of hours working.
20. Any other duties commensurate with the grade of the job and as may reasonably be determined by the Information Governance Manager and/or the Data Protection Officer. 


	Will I be managing others? 
The postholder will have no line management responsibilities. 

	Who do I report into? 
Information Governance Manager 



	PROGRESSION & DEVELOPMENT 

	What are the development opportunities for me?
· Gaining a greater knowledge and understanding in Law, local government practices and data handling
· Experience in the administration of a information systems
· Personal development opportunities (whether through formal training or experience),
· Networking – inside and outside of the organisation.


	How will I know I am being successful in this role?
· Met key performance indicators.
· Through regular feedback and check-ins and the Council’s appraisal system. 
· Deadlines are met and adhered to.
· Establishing and maintaining positive relationships across the Councils.


	What is the required learning for me in this role?
· Mandatory corporate training (includes but not limited to: Data Protection, Cyber Security and Fire Training);
· To be familiar with the Information Governance and Legal Team’s standard processes and practices; and
· Training on the use of the Information Management System(s). 




This is an outline job description designed to summarise the key responsibilities of the role and is not intended to cover every task that may be required.  It may be subject to change to meet the evolving needs of the organisation. 

	
Additional Role Requirements

	Standards of Conduct
	You will be required to comply with the Council’s Standing Orders and Standing Financial Instructions, and at all times deal honestly with the Council, Members, Colleagues and all those who have dealings with the Council, including customers and suppliers.
You must behave with integrity, act lawfully and demonstrate a strong commitment to ethical values. 

To positively demonstrate the Wealden values yourself and to continue to build the culture of the Wealden values through the appointment, management, appraisal and development of staff (as well as third party providers).

	Health & Safety/Risk Management
	Wealden District Council’s Health & Safety Policy and other safety procedures and guidelines are deemed part of this job description.  Employees must look after their own health, safety and welfare and be mindful of other persons who may be affected by their acts. Employees must co‑operate and comply with management instructions regarding H&S issues and report all accidents, incidents and problems to their supervisor, manager or other senior members of staff, in line with the H&S policies.

You will need to be compliant with the Council’s risk management policies and procedures. These describe the Council’s commitment to risk management, the recognition that our aim is to protect colleagues and visitors from harm, and stress that all colleagues have a responsibility to minimise risk. 

	Governance Standards
	Comply with the relevant governance standards applicable to the Council as communicated to the post-holder from time to time. 

	Data Protection
	To comply with Council Policies and the Data Protection Act in all respects, with particular relevance to the protection and use of staff and customer information. 

	Confidentiality
	Council colleagues are required to ensure that information about customers and staff is safeguarded to maintain confidentiality and is kept securely in accordance with General Data Protection Regulations (GDPR), Data Protection Act 2018 (DPA18). The Council’s Data Security and Protection policy ICT policies provide guidance on how this can be achieved. 

	Communication
	To encourage innovation and positive challenge through effective involvement, motivation and communication with Officers, Members, Partners and other Stakeholders, actively promoting the Council’s reputation and image as an employer of choice.


	Digital/
Records Management
	To direct the identification, development and implementation of digital and other systems and procedures which are aligned to the Council’s Drive to Digital Strategy and are shaped to reflect our customers’ and stakeholders’ needs.

To maintain Council customer and staff records (both paper and electronic) in accordance with Council policies. 

	Freedom of Information
	To provide advice and assistance to all persons who propose to make, or have made requests for information, and to ensure all requests for information are managed appropriately in accordance with Council Freedom of Information procedures. 

	Security
	To comply with Council policies to ensure there is a safe and secure environment that protects Members, staff and visitors and their property, and the physical assets and the information of the organisation. 

	Other duties
	Participate in such non-routine duties as elections and Emergency Planning as directed by the Chief Executive to include, where appropriate, the setup of a Rest Centre.

	Freedom to Speak Up
(Whistleblowing)
	You have responsibility for customer and staff welfare and should raise any concerns relating to a breach of Council policies and procedures with your manager or refer to HR for alternative options. 

	Environmental Impact
	You will ensure compliance with the Council’s environmental management policies and procedures. These describe the Council’s commitment to climate change and carbon management, the recognition that our aim is to protect the environment and the use of natural resources that all staff have a responsibility towards. 

	Performance review
	This Job Description will be used as a basis for individual performance review between you and your line manager. 
The Job Description covers only the key result areas and, as such, does not intend to provide a comprehensive list of objectives. Specific objectives will be reviewed each April and may develop to meet the changing needs of the service. You will need to take due account, in the way they achieve the key result areas, of Council policies and procedures. 

	Equality and Diversity
	To take responsibility and comply with the Council’s Equal Opportunities policy (which makes a commitment to promote equal opportunities and  equality of all protected characteristics in Wealden), Officers’ Code of Conduct, Data Protection and other relevant policies, procedures and legislation, to ensure these are embedded and applied throughout the service in both service provision and employment issues.




POST NO: U2038

	PERSON SPECIFICATION


	CRITERIA
	ATTRIBUTES
	ESSENTIAL 
	DESIRABLE
	ASSESSED BY
Application Form / Interview / Practical Assessment

	Knowledge & Experience
	Evidence from work, voluntary or leisure activities to demonstrate the key competencies and personal qualities (set out below) for this post.
	
	
	Application Form and interview

	
	Basic knowledge or understanding of at least one of the following areas of law:
· Data Protection
· Freedom of Information & Environmental Information
· Privacy and Confidentiality
· Contract and Information Sharing
· Records Management and Archiving
· Regulatory and Compliance
	
	
	Application Form and interview

	
	Experience of using Microsoft Office (such as Word, Excel and Outlook) 
	
	
	Application Form and Interview

	
	Relevant experience of working in a legal services or information governance setting
	
	
	Application Form and Interview

	
	Basic knowledge of Local Government law and local authority functions
	
	
	Application Form and interview

	
	Occupational requirement to have a command of spoken English sufficient for effective performance. Applies to public facing roles where regular face-to-face or telephone contact is intrinsic to the role.
	
	
	Application Form and Interview

	Skills
	Ability to prioritise effectively and work to deadlines
	
	
	Application Form and Interview

	
	Seek out ways to improve the use of resources
	
	
	Application Form and Interview

	
	Demonstrating excellent verbal and written communication skills and a friendly and professional manner in dealing with the public.
	
	
	Application Form and Interview

	
	Communicates confidently and effectively
	
	
	Application Form and Interview

	
	Demonstrates commitment to collaborative working across all levels and is skilled at developing and maintaining professional relationships.
	
	
	Application Form and Interview

	
	Ability to work confidently and unsupervised on matters within your competence, seeking out appropriate support and supervision for new or novel issues
	
	
	Application Form and Interview

	
	A self-starter with the ability to think quickly and act on their own initiative whilst organising their allocated workload to meet deadlines
	
	
	Application Form and Interview

	
	Takes ownership, is proactive, seizes opportunities, drives excellence, engages with the Council’s objectives, and furthers professional development.
	
	
	Application Form and Interview

	
	Ability to adopt a flexible approach to work
	
	
	Application Form and Interview

	
	Strong attention to detail and accuracy
	
	
	Application Form and Interview

	
	Excellent IT skills and the ability to use technology to enhance personal and team performance
	
	
	Application Form and Interview

	
	Ability to maintain confidentiality and discretion
	
	
	Application Form and Interview

	
	Excellent organisational and time management skills
	
	
	Application and Interview

	
	Able to identify problems and willingness to deal with them.
	
	
	Application Form and Interview

	Qualifications/
Education

	At least 5 GSCEs at Grade 4-9 (or equivalent) including Maths and English.
	
	
	Application Form 

	
	[bookmark: _Hlk109212214]2:2 or higher degree level qualification in any field and/ or substantial relevant experience of working in a legal services setting (to include high level experienced legal secretaries)
	
	
	Application Form

	
	Law degree and/ or legal qualification and/or membership of a professional body
	
	
	Application Form

	
	Current full driving licence, plus own transport or be able to make alternative arrangements for occasional travel around the district.
	
	
	Application Form
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OUR VALUES
WORK We work together:

One organisation One district

TOGETHER One team One five-star customer service

We show empathy:
Connection Consultation
Understanding Listening

We are ambitious:
Purposeful Resourceful
Enterprising Innovative

7" (K) AmBimious

We show leadership:
Accountability Embracing change
Flexibility Leading by example

We deliver:
Planning Meeting deadlines
Communication Achievement
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POST NO:   U2038       ROLE   DESCRIPTION    

JOB TITLE  POST NUMBER  

Data Governance  Paralegal   (IG)  U203 8  

DIRECTORATE  LOCATION  

Governance &  Corporate Services  Hybrid Working (mix of home working and  office working at offices based in Hailsham,  East Sussex  –   precise mix to be agreed with  line manager and subject to service needs)  

GRADE  OTHER ALLOWANCES  

WDC 4  Casual Car User  

KEY WORKING RELATIONSHIPS  INTERNAL/EXTERNAL  

Who will I be working with?  Internal:   1.   Information Governance Manager   2.   Senior Data Governance Lawyer /  Data Protection Officer   3.   Legal Services Manager   4.   Chief Legal and Governance Officer   5.   Staff within Information Governance   and Legal Services   6.   Staff within other departments of  Wealden District Council   7.   Members of Wealden District Council   8.   Information Management Panel   External:    9.   Officers of other local authorities   10.   Government Departments and Local  Authority Associations   11.   Lawyers in private firms, Counsel,  other bodies, organisations and  agencies   12.   Regulatory bodies   13.   Commercial organisations and  suppliers   14.   Officers of local town and parish  councils.   15.   Members of the public  

