JOB DESCRIPTION
JOB TITLE :		Information Governance Manager DA[            ]

GRADE : 		M8

SERVICE :		Central Services – Administrative & Property Services         

REPORTS TO: 	Head of Administrative & Property Services

SUPERVISES:	n/a

This post is politically restricted (Local Government and Housing Act (as amended) 1989.

General description of role.

To promote a culture of information governance compliance and best practice across the Council. 

Manage the Information Governance function to deliver effective corporate governance and compliance activities, setting standards and best practice and manage key relationships within the Council and externally. 

To provide strategic and operational advice on issues relating to information governance legislation, regulation policy and practice including information risk management, data protection, records management and to test compliance within the Council.


Main Responsibilities.


1. To provide expert advice on data protection (DPA), security and sharing, Freedom of Information (FOI) and Environmental Information Regulations (EIR) and document and records management, interpreting primary legislation and guidance to develop easily understood policies, procedures and guidance for use across the Council.

2. To review, develop and implement and maintain information governance systems, policies, procedures and strategies to comply with the relevant legislation.

3. To oversee the day-to-day handling FOI/EIR/DPA requests to ensure responses are sent by statutory deadlines.

4. To co-ordinate FOI/EIR/ DPA responses where enquires cut across more than one service or where an FOI/EIR/ DPA request is of a complex nature.

5. To identify potential exemptions in relation to FOI/EIR/ DPA and make decisions on how to apply exemptions.

6. To provide practical guidance and support to Council services in relation to information governance, including the handling of information requests

7. Monitor, evaluate and report on Council performance and compliance with its statutory obligations and response times within legal timeframes and corporate performance management requirements. 



8. Collaborate with relevant services to ensure that data sharing and record management protocols are being correctly followed and to ensure that remedial actions are being implemented as required.

9. To seek opportunities for continuous improvement to ensure an efficient service and a positive data protection/ information rights culture within the organization.

10. Assist in the completion of Data Protection Impact Assessments and Records of Processing Activity.

11. Oversee the investigation, management and resolution of personal data breaches incidents, complaints and external regulatory investigations carried out by the Information Commissioners Office.

12. To identify areas of non-compliance, privacy and data protection risks to the Council and escalate matters to the Council’s Data Protection Officer where necessary.

13. To oversee the delivery of DPA/ FOI/ EIR training to council officers and Members.

14. To support the Data Protection Officer in the effective running of the Council’s Information Governance Officer Steering Group.

15. To maintain relevant intranet and internet pages and otherwise promote awareness of information governance, including DPA/ FOI/EIR policies and procedures.  To manage and oversee the maintenance of the transparency information on the council’s website.

16. To support other corporate projects and reviews as when required.

17. To provide support for the council's involvement in a variety of inter-agency groups and to participate in Officer Study groups.
 
18. To comply with the duties placed upon employees by TMBC’s Health and Safety Policy and related procedures. To act in accordance with all instruction, information and training required in relation to those duties.

19. The post holder will be required to carry out their job role and related responsibilities with reasonable care to themselves and other persons that may be affected by their work.

20. To comply with Tonbridge and Malling Council’s corporate health and safety policies and procedures. To undertake relevant risk assessments and record those findings.
Report any accidents or incidents following the TMBC incident procedure. To ensure that relevant local health and safety arrangements and safe systems of work are in place.

21. To carry out such other duties as may be required of you, commensurate with the grade and level of responsibility, as directed by management. In particular, to participate in the Council’s Emergency Planning Operations which may involve duties outside the post holder’s normal job description and contracted hours. 





Other Factors

This job description is produced as a working document to identify the main areas of responsibility of the post.  It is not intended to be a definitive statement of the duties of the post, nor specifically to exclude any task or range of duties which the postholder might reasonably be required to undertake.

A commitment and contribution to the Council’s Equalities Policy is an essential requirement of the post.
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