Values and Behaviours

Job Description

Job Title:		Information Governance Officer

Pay Grade:		W4
Directorate:		Finance and Resources 

Team:			Legal Services	 

Reporting to:	Head of Legal Services 	

Responsible for:	N/A

Job Purpose:
Provide a brief summary explaining why the role exists and the overall contribution it makes to the organisation.

To devise, implement and review all information governance policies, strategies and procedures relating to Data Protection, the General Data Protection Regulations, the Freedom of Information Act 2000 and any other governance and legislative requirements for the management of information and data.


Main Tasks:
Describe the key duties and responsibilities of the role, focusing on the most important and regular activities.

1. To coordinate and deal with information rights requests, such as Subject Access Requests (SARs), Data Protection Act enquiries, Freedom of Information (FOI) and Environmental Information Regulations (EIR) requests and responses to Pre-Action Protocol documentation.
2. To manage data breaches from initial reporting through to resolution, including assessment of risk, coordination of investigations, implementation of corrective actions and reporting to stakeholders in line with legal and organisational requirements.
3. To ensure adherence to relevant data protection and access to information laws, including UK GDPR, the Data Protection Act 2018, FOI, and EIR.
4. To attend the Cybersecurity and Information Governance Working Group as the Information Governance representative, highlighting relevant issues, contributing to discussions, and presenting reporting data to support informed decision-making.
5. To provide clear, practical advice on Data Protection and Information Governance matters to both the organisation and our residents/customers.
6. To review and complete Data Protection Impact Assessments (DPIAs), advise teams on identifying and mitigating privacy risks to ensure compliance with UK GDPR and organisational policy.
7. To deal with public queries related to data protection and access to information, independently managing straightforward to moderately complex cases.
8. To support the development and ongoing review of Information Governance policies and protocols.
9. To assist with the creation of training materials and, where appropriate, delivering sessions on FOI, SARs, and EIR procedures.
10. To review records for disclosure, applying redactions as needed to ensure legal compliance.
11. To promote best practices and support the effective handling of Information Rights requests across the council.


People Management:
Outline any line management, supervision, mentoring or leadership responsibilities associated with the role.

· N/A

Service Management:
Explain the role’s responsibility for managing, developing or delivering services to residents or customers.

· N/A

Financial Responsibility:
Detail any responsibility for budgets, financial monitoring, income generation or value‑for‑money decisions.

· N/A

Other Responsibilities:
Include any additional duties such as compliance, health and safety, project work or flexibility requirements.

· N/A













Person Specification

	 Criteria
	 Standard
	E/D
	Measure

	Education & training
	· A University Degree

· A relevant qualification in Information Rights

	E

D
	A

A

	Experience
	· Extensive working knowledge of Information Governance

· Experience in writing policies, procedure and embedding them into organisations

· Experience of working with elected members, officers and outside professionals at all levels.

· Ability to draft documentation accurately without constant supervision and to work on own initiative within established guidelines 

· Ability to work with, and influence, people at varying levels of seniority in the Council 

· Evidence of highly developed written and oral communication skills and excellent interpersonal skills at all levels. 

· Ability to work under pressure, conducting a high volume of cases against tight deadlines, with a strong delivery focus 

· Ability to work as part of a team

· The ability to collect and interpret data to help drive service improvements.

	E


E


D



E



D



E



E



E

E

	A / I


A / I


A / I



A / I



A / I



A / I



A / I



A / I

A / I


	Special Requirements
	· 
· 
· 

	
	



Key:
E = Essential, D = Desirable, 
A = Application Form, I = Interview, P = Presentation 


Candidate Screening

	Does Rehabilitation of Offenders Act 1974 apply?
Indicate whether the role is exempt from the Act and requires disclosure of spent convictions.

	Yes 

	Disclosure and Barring Service check required and level
Confirm whether a DBS check is required and state the appropriate level.

	Yes - basic

	Is this a Politically Restricted Post?
State whether the role is politically restricted under local government legislation.

	Yes 

	Does this role have emergency responsibilities?
Confirm whether the post holder may be required to respond during emergencies or critical incidents

	No
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	[bookmark: _Hlk221118842]Teamwork
Working together across teams, partner organisations and communities to achieve shared goals.
	Honesty
Acting honestly and openly in all communications and decisions.
	Respect
Valuing diversity, treating everyone with dignity, and ensuring fairness.
	Innovation
Encouraging new ideas, continuous improvement, and embracing change with strength, flexibility, and a recognition that being better doesn’t have to cost money.
	Value-Led
Public Service is at our core; putting the needs of residents at the heart of decisions, focusing on meaningful outcomes and striving for excellence.
	Empowerment
Supporting staff to take initiative and influence their work, maintaining high standards of conduct, competence, and ethics.

	
Listen to each other, share knowledge and expertise to achieve our goals. 

Take responsibility and work proactively. 

Work collaboratively, building productive relationships, finding common ground and helping each other to achieve shared outcomes. 

Be united across teams, as a single organisation, without silos, to meet our residents’ needs.


	
Be transparent in our decision-making, proactively sharing explanations and building trust between the Council and residents/customers. 

Communicate openly, showing respect and understanding. 

Exchange reflections and constructive suggestions to improve the way we work, without blame or judgement. 

Be authentic and our actions match our words: we say what we mean, and we do what we say we will do.
	
Value new and different ideas and listen actively to all points of view, even if we disagree. 

Treat everyone (residents, customers, partners and staff) fairly and create an inclusive environment where everyone feels respected and are accountable. 

Embrace diversity, appreciating its benefits and getting the most out of its opportunities, so everyone feels valued and included. 

Take time to recognise, acknowledge and appreciate each other and celebrate successes, so we know our voices are heard and our actions are valued.
	
Challenge the status quo, embracing change and adapting to meet future demands. 

Continuously learn and develop, using data and experience, and listening to residents and customers, to recognise what’s working well and what we can do differently.

Maximise opportunities to improve; building on our existing skills, processes, infrastructure, technology and tools to be the best we can be. 

Encourage and welcome new ideas, discovering new ways of doing things, finding creative solutions to problems and turning uncertainty into opportunities.
	
Always keep our residents and customers in mind and are committed to delivering the best we can, while spending public money wisely.

Hold ourselves to high standards, acting as a role model. 

Live by our values and are focused on outcomes.

Prioritise wellbeing, leading with compassion and empathy.
	
Serve our residents and customers proactively and decisively, confident in our authority, autonomy and areas of expertise, and making courageous decisions. 

Support residents and customers to be as independent as possible, promoting self-service for those who want it, so we can provide greater support to those who need it.

Trust each other, and challenge unprofessional behaviour.

Actively create the environment and opportunities for learning and skills development, and each of us takes responsibility for making the most of them.
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