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JOB DESCRIPTION						           


IT SERVICES

JOB DESCRIPTION FOR THE POST OF:	IT Security Officer

REPORTING TO: 				IT Security & Compliance Manager	

RESPONSIBLE FOR: 			None	

GRADE: 					IT2 SP22

LOCATION: 					Cross Group	


JOB SUMMARY:

Within the context of the Group’s commitment to providing quality education for all, to be a part of a professional, customer focussed, responsive and effective team that provides IT Security services to all users of the Group’s IT systems. You will be part of the team responsible for ensuring the security of our organisation's computer systems and networks. You will work closely with the IT team to implement and maintain security measures that protect our sensitive information and prevent unauthorized access, and to perform other appropriate duties as directed by the IT Security & Compliance Manager and the wider departmental management team.

SCOPE:

The core responsibilities of the postholder are to:
· Identify Vulnerabilities: You’ll assess computer assets and infrastructure to find weaknesses and vulnerabilities within systems.
· Implement Security Measures: Installing necessary software to protect against unauthorized access.
· Create and review Documentation: This includes documenting detections to efficiently mitigate future breaches.
· Logging: to manage existing logging practices and identify and develop new ones, as required
· Reporting: To develop and produce timely management information reports on security and compliance.

MAIN DUTIES AND RESPONSIBILITIES:

1. Customer Service

1.1. To respond to all IT Security requests in a prompt and courteous manner ensuring all relevant details are entered into the Service Desk software.
1.2. To accurately record and update IT Security related tickets in the Service Desk software in a timely fashion, keeping customers updated on progress and allowing appropriate monitoring of IT Security related tickets to take place.
1.3. To take appropriate action to ensure satisfactory progress of the resolution of IT Security related tickets either by individual action or by highlighting / reporting concerns to the IT Security Manager.
1.4. To provide support, advice and guidance to staff in relation to good IT Security procedures and practices, in line with Group IT policies.
1.5. To work to a high professional standard to improve and maintain high standards of customer care, both internal and external.

2. Technical

2.1.	Develop and implement security policies, protocols, and procedures.
2.2.	Conduct regular security audits to identify vulnerabilities and recommend solutions.
2.3.	Monitor network traffic for any suspicious activity or breaches.
2.4.	Investigate security incidents and provide incident response support.
2.5.	Install, configure, and maintain security systems such as firewalls and intrusion detection systems and vulnerability management tools.
2.6.	Perform and coordinate vulnerability assessments and penetration testing both internally and with 3rd party suppliers.
2.7.	Stay up to date with the latest security intelligence, trends, threats, and technologies.
2.8.	Collaborate with other IT teams to ensure security best practices are followed.
2.9.	Provide training and guidance to employees on security awareness.

3. Flexibility

3.1. Willingness to adopt technology changes in accordance with the Group’s IT strategy (present and future) and lead in their development.
3.2. To work flexibly, sometimes outside of normal working hours, to meet the needs and demands of the service as agreed with your line manager and/or the Head of IT.
3.3. To work individually or as part of a team to undertake a number of duties commensurate with their skills and knowledge, but often outside the strict remit of the job specification.

4. In common with all other staff

4.1. To support the Group’s mission, vision, values and strategic objectives.
4.2. To implement the Group’s Equal Opportunities policies and to work actively to discourage unfair discrimination at the Group.
4.3. To take responsibility for own professional development and to participate in relevant internal and external training and development activities as directed by the line manager.
4.4. To implement the Group’s Health and Safety policies and practices and to take responsibility for ensuring that due care and attention is given to the requirements of health and safety legislation and to recommend remedial action as appropriate.
4.5. To adhere to and be committed to the implementation of the Group’s Safeguarding Young People and Vulnerable Adults policy and practices.
4.6. To participate in Group-wide projects and tasks as appropriate and as directed.
4.7. To work with staff within the Service to ensure the Group’s commitment to continuous quality improvement is maintained.
4.8. To work in other support Service areas as directed to meet the specific needs of the Service and the Group.


The Group is a multi-site organisation, and this post will not be based wholly at one site. The post-holder may be required to travel to and transport equipment to other sites. Group vehicles may be available for this purpose, or the post-holder may use their own vehicle, which would need to be insured for business purposes.

This job description is current as at the date shown below.  In consultation with the post holder, it is liable to variation in order to reflect or anticipate changes in the job.

Dec 2025
PERSON SPECIFICATION: 		IT Security Officer


	Criteria
	Essential 
	Desirable

	1. Qualifications in disciplines relevant to Computing and/or Cyber Security at Higher National level (or equivalent) and above. 
OR 
At least 1 year’s practical experience in Cyber Security
	

√
	

	2. A good understanding of Cyber Security processes and methodologies such as the NCSC Cybersecurity Assessment Framework. (CAF)
	√
	

	3. Proven practical experience of configuring and managing desktop and server OS (Windows) and the use of security management settings and tools.
	
√
	

	4. Practical experience in the use of a helpdesk to manage and prioritise calls, and in the use of remote desktop management tools, preferably Ivanti ISM/Service Desk.
	
	
√

	5. Practical experience with SIEM solutions and log analysis.

	
	√

	6. Practical experience with endpoint security software such as Trellix or Microsoft Defender.
	
	√

	7. Practical experience in the use and management of:
· Office 365
· Active Directory
· Microsoft Entra
	
	
√

	8. Appropriate vendor certification / accreditation
	
	√

	9. Ability to communicate well with staff at all levels and to provide (limited) training to staff at technical or non-technical level.
	√
	

	10. Ability to work alone & as part of a team and to organise own time and workload effectively.
	√
	

	11. Experience of working flexibly and supportively in a team and have a flexible approach to working practices and working hours.
	
√
	

	12. Willingness to travel between group sites and, occasionally, supplier premises.
	√
	

	13. Have an awareness of and a commitment to the Group’s equal opportunities policies especially in relation to the application of information technology in the office.
	
√
	

	14. Have an understanding of the Group’s responsibilities and procedures for safeguarding young people and vulnerable adults.
	
√
	




An Enhanced Disclosure will be requested of the candidate.

Disabled candidates meeting the essential criteria are guaranteed an interview.

Note to applicants: You should ensure that your Supporting Statement addresses each of the points contained in the person specification in turn.
Reviewed: GS, Dec 2025
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