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Job Description
IT Security Analyst
September 2026
	Position Title and Post Number

	IT Security Analyst


	Department 

	Digital, Data & Technology

	Band

	OneTeam – Band 8

	Location
	Brentwood Borough Council and Rochford District Council

	Reporting to

	Technical Delivery Manager

	Work location and arrangements
	The span of work for this role covers both Rochford District Council and Brentwood Borough Council. 
Hot desking or Agile working


 
Brentwood Borough Council and Rochford District Council (together referred to as the “Councils”) have come together to form a strategic partnership (“the OneTeam Transformation”) the purpose of which is create a unified officer team which will share knowledge, experience, and projects for the overall benefit of both Councils, developing unified ways of working including common policy and processes.
This post will be required to work at both councils’ premises at Rochford District Council and Brentwood Borough Council. You may reasonably be required to work at any other of the Councils’ premises as required to meet the needs of the service.

The Councils are committed to safeguarding and promoting the welfare of children and adults, and expects all employees, contractors, and volunteers to share its commitment to prevent abuse, harm, or exploitation.
[bookmark: _Hlk57653391]MAIN PURPOSE 

The IT Security Officer is responsible for safeguarding the Council’s information assets, systems and services. The role leads operational cyber security activities, supports delivery of the ISMS, and ensures compliance with statutory and regulatory requirements including UK GDPR, DPA 2018, NCSC guidance and ISO 27001.

Key Responsibilities

The IT Security Analyst is responsible for protecting the Councils' information assets, systems and services through effective governance, monitoring, risk management and technical assurance. The role leads operational cyber security activities, supports regulatory compliance, promotes a strong security culture and ensures technology solutions are secure, resilient and aligned with organisational objectives


SERVICE SPECIFIC DUTIES

1. Security Governance, Risk & Compliance (GRC)
· Maintain and improve Information Security policies, standards and procedures.
· Support cyber risk management and maintain the security risk register.
· Assist with Cyber Essentials Plus and audit activity.
· Provide input into DPIAs and support compliance with UK GDPR.

2. Security Operations & Incident Response
· Maintain incident response plans and playbooks.
· Triage and respond to security alerts.
· Coordinate containment, recovery and post-incident reviews.
· Lead vulnerability management and remediation tracking.

3. Security Architecture & Technical Assurance
· Provide secure-by-design input for new systems and cloud services.
· Advise on IAM, conditional access, MFA, PIM, network security, encryption.
· Lead supplier assurance and review security evidence.

4. Education, Awareness & Culture
· Deliver security awareness and phishing simulation programmes.
· Promote a positive and pragmatic security culture.


5. Business Continuity & Resilience
· Support ICT disaster recovery planning and testing.
· Ensure critical systems have tested recovery capabilities.






PERSON SPECIFICATION

	Position Title:
	IT Security Analyst
	Date Prepared:
	September 2026

	Service
	Customer and data Insight
	Band:
	Band 8 

	AF= Application Form                   I = Interview                              T= Test



	
	
REQUIREMENTS
	Essential
	Desirable
	Assessed

	1.
	EXPERIENCE AND KNOWLEDGE
	
	
	

	1.1
	Experience of cyber security operations, including incident detection, investigation and response.
	ü
	
	AF/I/T

	1.2
	Experience of vulnerability management, remediation tracking and security assurance activities.
	ü
	
	AF/I/T

	1.3
	Experience of administering and securing Microsoft 365 and Azure environments, including Conditional Access, MFA and Entra ID.
	ü
	
	AF/I/T

	1.4
	Experience of implementing and maintaining security policies, standards and procedures.
	ü
	
	AF/I/T

	1.5
	Experience of cyber risk management and maintaining risk registers.
	ü
	
	AF/I/T

	1.6
	Knowledge of security frameworks and standards including Cyber Essentials Plus, NCSC CAF, ISO 27001 and CIS Controls.
	
	ü
	AF/I/T

	1.7
	Experience of security monitoring and analysis using SIEM, endpoint protection and threat intelligence tools.
	ü
	
	AF/I/T

	1.8
	Knowledge of UK GDPR, Data Protection Act 2018, DPIAs and information governance requirements.
	ü
	
	AF/I/T

	1.9
	Experience of providing security advice for technology projects, system implementations and cloud services.
	
	ü
	AF/I/T

	1.10
	Experience of supplier assurance, security assessments and review of third-party security controls.
	ü
	
	AF/I/T

	1.11
	Experience of delivering cyber security awareness training, phishing simulations and user education programmes.
	ü
	
	AF/I/T

	1.12
	Experience of public sector or local government cyber security, including audit and regulatory compliance activities.
	ü
	
	AF/I/T

	
	
	
	
	

	2.
	CORPORATE BEHAVIOURS 
	
	
	

	
	LEADING AND DECIDING 
Takes control and exercises leadership. Initiates action, gives direction and takes responsibility. Able to manage. Motivate and empower staff and embed a “can do” approach. Gets the best from people by encouraging, motivating, and developing. Takes calculated risks
	ü
	
	I/T

	2.1
	SUPPORTING AND CO-OPERATING
Supports others and shows respect and positive regard for them in social situations. Puts people first, working effectively with individuals and teams, clients and staff. Behaves consistently with clear personal values that complement those of the organisation. 
Demonstrates commitment to the principles and practice of equal opportunities in employment and service provisions. 

	ü
	
	I/T

	2.2
	INTERACTING AND PRESENTING
Communicates and networks effectively. Successfully persuades and influences others. Relates to others in a confident and professional manner.
	ü
	
	I/T

	
	INTERACTING AND PRESENTING 
Communicates and networks effectively. Successfully persuades and influences others. Relates to others in a confident and professional manner.
	ü
	
	I/T

	
	ANALYSING AND INTERPRETING 
Shows evidence of clear analytical thinking. Gets to the heart of complex problems and issues. Applies own expertise effectively. Quickly learns new technology. Able to communicate clearly, concisely and sensitively both orally and in writing
	ü
	
	I/T

	2.3
	CREATING AND CONCEPTUALISING
Opens to new ideas and experiences. Seeks out learning opportunities. Handles situations and problems with innovation and creativity. Thinks broadly and strategically. Support and drives organisational change. 
	ü
	
	I/T

	2.4
	ORGANISING AND EXECUTING
Plans ahead and works in a systematic and organised way. Follows directions and procedures. Focuses on customer satisfaction and delivers a quality service or product to the agreed standards. 
	ü
	
	I/T

	2.5
	ADAPTING AND COPING

Adapts and responds well to change. Manages pressure effectively and copes well with setbacks.

Flexible approach to hours, including occasional out of hours working

	ü
	
	I/T

	2.6
	ENTERPRISING AND PERFORMING

Focuses on results and achieving personal work objectives. Works best when work is related closely to results and the impact of personal efforts is obvious. Shows an understanding of business, commerce and finance. Seeks opportunities for self-development and career advancement.
	ü
	
	I/T

	3.
	EDUCATION AND TRAINING
	
	
	

	3.1
	Educated to degree level in a relevant IT, cyber security or information security discipline, or equivalent practical experience.

	ü
	
	AF

	3.2
	CompTIA Security+
	
	ü
	AF

	3.3
	SC-200 Security Operations Analyst
	
	ü
	AF

	3.4
	SC-300 Identity and Access Administrator
	
	ü
	AF

	3.5
	AZ-500 Azure Security Engineer
	
	ü
	AF

	4
	Other
	
	
	

	4.1
	A flexible working approach with potential working evenings and/or weekends when required to support service delivery.
	ü
	
	AF/I/T

	4.2
	Driving license or ability to travel across sites
	
	ü
	AF
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