
TONBRIDGE & MALLING BOROUGH COUNCIL

INFORMATION TECHNOLOGY SERVICES


JOB DESCRIPTION


DATE:				October 2026

DESIGNATION			Help Desk Support Officer

SERVICE:				Information Technology

GRADE:				4/5/6/SO (career graded)

REPORTS TO:			Technical Support Manager

SUPERVISES:			None

WORKING HOURS: 37 hours per week on a two-shift rota basis covering 08:00 to 17:00 in conjunction with the other Help Desk Support Officers. The post is primarily based at Council premises, with remote working available where operational requirements and Council arrangements permit. The post holder will be required to work at other Council locations and undertake authorised visits within the Borough where necessary.

GENERAL DESCRIPTION OF DUTIES:

As part of the Technical Support Team, to provide responsive, customer-focused first-line and, according to grade, second-line support through the IT Help Desk:

a) Diagnosis and rectification of incidents and service requests affecting PCs, laptops, tablets, mobile phones, printers, peripherals, operating systems and approved software.

b) Installation, configuration and support of end-user hardware, software, mobile devices, printers and, according to grade, networking and server equipment.

c) Operation of the IT Help Desk, including call logging, categorisation, prioritisation, allocation, progression, escalation, reporting and associated administration. The balance of duties will vary according to service demand and the grade of the post holder.

d) A Scale 5 post holder will be expected to develop and test workstation images under the guidance of senior officers; install end-user equipment and printers; and provide basic first-line diagnosis and rectification without assistance.

e) A Scale 6 post holder will be expected to provide higher-level first-line and some second-line diagnosis and rectification. Duties will include support for corporate software, Microsoft 365 services, device management, networking and server operating systems.

f) A Senior Officer post holder will be expected to provide second-line desktop support without assistance. Duties will include routine support for server, storage, virtualisation and cloud environments, and deployment of simple software packages through approved software-distribution tools.


SPECIFIC DUTIES:

1. To provide first-line and, according to grade, some second-line diagnosis and rectification of incidents and service requests reported through the IT Help Desk; progressing and escalating calls according to priority, agreed service targets and maintenance contracts; liaising with technical staff and third-party providers; and maintaining a strong customer focus.
2. To provide customer support for corporate applications and desktop services, including Microsoft Windows, Microsoft Teams, the Council’s contact-centre and telephony platforms, Microsoft 365 applications, Microsoft Intune, Outlook and Exchange Online.
3. To maintain an understanding of networking and server operating systems, including Microsoft Windows Server and Red Hat Enterprise Linux, sufficient to undertake authorised basic support tasks and approved security updates according to grade.
4. To install and configure distributed hardware, including PCs, laptops, mobile devices, printers and, according to grade, servers and networking equipment, together with appropriate operating systems and application software using approved tools, including Microsoft Configuration Manager and Microsoft Intune.

5. To carry out preventative maintenance of IT hardware and peripheral equipment in accordance with manufacturers’ guidance and Council procedures.
6. To monitor approved on-premises and cloud backup services where assigned, record and progress failures, and maintain accurate audit records.
7. To carry out authorised recovery and restoration of data from approved backup services under the guidance of senior officers.
8. To troubleshoot and resolve software and configuration problems using approved remote-support tools.
9. To undertake portable appliance testing of IT equipment where trained, competent and authorised; accurately record the results in the relevant system; and label equipment to reflect the test outcome.
10. To assist Senior Technical Support Officers with network hardware installation, basic configuration and fault diagnosis using approved monitoring and cable-testing tools, according to grade and delegated authority.
11. To provide authorised assistance and equipment installation for Council employees, home workers and Councillors, including visits where required and in accordance with lone-working, personal-safety and equipment-handling procedures.
12. To assist in the administration of the IT Help Desk, including accurate recording of faults, actions, updates and resolutions; maintenance of IT inventory records; and use of the Council’s financial management system.
13. Subject to monitoring by the Technical Support Manager, to allocate, progress and escalate calls according to priority, agreed service targets and maintenance arrangements.
14. To use hardware and software asset-management systems, word processing, spreadsheets and other approved systems to produce reports, documentation and correspondence, including hardware, software and licence information.
15. To undertake authorised joiner, mover and leaver activities, including account, device, software and access changes, in accordance with approved requests, role-based access requirements and Council procedures.
16. To maintain accurate hardware and software asset records throughout the lifecycle, including receipt, configuration, allocation, movement, recovery, secure data erasure and disposal.
17. To verify identity and authority before making account, access or security changes, and to use privileged access only within delegated permissions.
18. To identify, record and promptly escalate suspected security incidents, data breaches, malware, suspicious activity or loss of Council equipment.
19. Subject to career grade, training and delegated authority, to assist Senior Technical Support Officers with deployment of simple software packages through approved software-distribution tools.
20. To assist with security hardening, device compliance, endpoint protection, multifactor authentication, security patching and other measures designed to protect Council systems and information, according to grade and documented procedures.
21. To comply with Council procedures, standards and policies, including requirements for cyber security, information governance, data protection, confidentiality and privacy.
22. To attend training and undertake continuing professional development as required.
23. To undertake other duties reasonably falling within the scope and grade of the post.
Health and safety – general statement 

To comply with the duties placed upon employees by TMBC’s Health and Safety Policy and related procedures. To act in accordance with all instruction, information and training required in relation to those duties. 
The post holder will be required to carry out their job role and related responsibilities with reasonable care to themselves and other persons that may be affected by their work

OTHER FACTORS:

This job description has been prepared as a working document to identify the main areas of responsibility of the post. It is not intended to be a definitive statement of the duties of the post, or to specifically exclude any task, which the post holder might reasonably be required to undertake.



CAREER GRADE REQUIREMENTS FOR HELP DESK SUPPORT OFFICER


Requirements for scale 4:

· Proven excellence in telephone manner.
· Understanding of the requirements for customer care.
· Proven ability to remain calm and polite when dealing with unhappy customers.
· Thorough understanding of the documented help desk operation procedures with regard to call taking, fault logging, allocation, progression and escalation.
· Demonstrable ability to prioritise calls according to defined criteria.
· Working knowledge of Microsoft Loop to produce documentation as necessary for support purposes. 
· Understanding of basic end-user IT hardware, software and cyber-security terminology.
· Ability to provide advice according to documented fault diagnosis checklist.
· Basic understanding of Microsoft Windows desktop operating systems, currently Windows 11.
· Ability to assist with the installation of end user hardware, operating system and application software, including workstation, thin client and mobile environments.
· Ability to assist with basic first-line fault diagnosis.
· Understanding of data backup processes.
· Ability to interpret backup reports and to identify problems.
· Ability to provide basic end-user support for Microsoft Teams and Microsoft 365 applications.

Requirements for scale 5:

· Mandatory attendance at relevant Electricity at Work Act training course to ensure safe working practices with electrical equipment.
· Proven ability to provide basic first-line fault diagnosis.
· Ability to identify items of end-user IT hardware.
· Demonstrable skill to correctly assemble and install end user IT hardware.
· Demonstrable skill to install workstation operating system and client software to existing standards.
· Ability to develop and test workstation images according to security hardening requirements under the guidance of senior officers.
· Working knowledge of Microsoft Excel to produce simple spreadsheets for support purposes. 
· Basic ability to troubleshoot end user hardware and software failures within workstation, thin client or remote desktop environments.
· Understanding of software metering and licensing procedures.
· Basic understanding of endpoint protection, device compliance and information-security procedures.
· Basic ability to troubleshoot mobile hardware and software failures, including Apple iOS and Android platforms.

Requirements for scale 6:

· In-depth knowledge of the corporate email system to provide customer support.
· In-depth knowledge of the corporate phone systems to provide customer support. 
· In-depth knowledge of Microsoft 365 applications and services sufficient to provide customer support.
· Proven ability to accurately diagnose faults with end user hardware and software.
· Detailed knowledge of Microsoft Windows desktop operating systems (currently Windows 11).
· Thorough understanding of specific site requirements for client software installation.
· Ability to assist users and troubleshoot problems using remote control software.
· Understanding of networking for fault diagnosis.
· Demonstrable ability to use network monitoring and cable testing tools.
· Working knowledge of a server operating system, such as Windows Server or Linux, with the ability to perform minor support tasks.
· Basic understanding of storage and virtualisation technologies.
· Understanding of mobile-device management, including Microsoft Intune, and ability to perform routine support tasks.
· Ability to provide support to users of endpoint protection tools including full disk encryption, port lockdown and removable media encryption.

Requirements for SO:

· Thorough understanding of software licensing, asset management and reporting tools.
· Good understanding of server, storage, virtualisation and cloud environments.
· Proven ability to install Windows servers with a basic configuration.
· Good knowledge of a server operating system, such as Windows Server or Red Hat Enterprise Linux, and proven ability to perform routine support tasks.
· Understanding of Microsoft Azure infrastructure services for routine support.
· Proven ability to restore data from approved on-premises and cloud backup platforms, disk snapshots and other supported recovery methods.
· Understanding of modern software-distribution and application-management techniques.
· Ability to use software distribution tools such as Microsoft Configuration Manager and Microsoft Intune for simple software deployment.
· Ability to work closely with relevant infrastructure and applications colleagues on new systems and changes to existing services.
· Proven ability to provide second-line Help Desk support for physical and virtual desktop issues.
· Basic networking knowledge to allow connection of new hardware. 
· Proven ability to produce accurate technical support documentation according to standards.
· Good understanding of IT security controls and compliance requirements.

General:

Progression through the career grade is not automatic. It is subject to the post holder consistently demonstrating the knowledge, skills, behaviours, independence and level of responsibility required for the next grade. Progression will be assessed through documented competency reviews, evidence from completed work, service performance, training records and observed practice, and will be subject to the Council’s relevant approval arrangements. Development may be achieved through on-the-job training, coaching, eLearning, formal training and practical experience. Regular reviews will be carried out by the Technical Support Manager and reported to the Head of IT.
PERSON SPECIFICATION

Job Title:      HELP DESK SUPPORT OFFICER
Service:        INFORMATION TECHNOLOGY

			
	
ATTRIBUTE

	
ESSENTIAL
	
DESIRABLE

	
Educational 
Ability

	Literacy, numeracy and digital capability sufficient to maintain accurate support records, communicate clearly with users and follow technical procedures.
	A relevant IT qualification, apprenticeship or certification, or equivalent practical experience.

	
Experience

	Experience of providing customer service or technical support, including recording, progressing and resolving requests.
	Experience of an IT service desk.
Previous experience of working in Local Government or IT within a large organisation.

	
Personal skills


	Excellent telephone manner and communication skills.
Analytical approach to problem solving.
Ability to work individually and within a team.
Ability to undertake the practical requirements of installing and moving IT equipment, using appropriate equipment, assistance and reasonable adjustments where required.
Ability to travel to Council premises and other locations within the Borough as required.
	Experience of creating user guidance or knowledge articles.

	
IT Skills

	Keen interest in the installation and support of PC/laptop hardware and software.
Familiarity with Microsoft 365 applications and services.
Understanding of basic PC terminology, data backup processes and information-security principles.
Ability to follow technical procedures and maintain accurate support records.
	Ability to diagnose basic PC/laptop hardware and software problems.
Knowledge of Outlook, Exchange Online, Microsoft Teams and Microsoft Intune.
Knowledge of Windows Server or Linux.
Understanding of TCP/IP, endpoint protection and backup and recovery tools.
Specific skills identified in the career-grade requirements.

	
Attitude

	Customer focused.
Flexible, dependable and willing to develop IT support skills and keep knowledge current as technology and Council services change.
	Evidence of continuing professional development in IT support, service management or cyber security.



