	JOB DESCRIPTION	

	
JOB TITLE

	
Senior Information Governance Officer

	
GRADE

	Band 7+

	
TEAM

	Member Services – Legal and Governance

	
REPORTING TO
 
	Assistant Director - DPO

	
RESPONSIBLE FOR

	None

	
BASED AT

	Any FDC Location


	
PURPOSE OF THE POST

	The postholder will work collaboratively across the whole Council to ensure delivery of a broad range of objectives and outcomes.

The postholder will be responsible for managing and resolving a variety of information governance requests. They will provide advice and guidance to stakeholders, ensuring compliance with established processes, policies, and data protection regulations. 

The postholder will act as the Council's lead operational information governance specialist and subject matter expert, exercising independent professional judgement across all services on matters relating to UK GDPR, Data Protection Act 2018, Freedom of Information, Environmental Information Regulations and information governance compliance.

The postholder will lead and manage the Council's operational information governance framework on behalf of the Data Protection Officer and will act as the principal point of professional advice on information governance matters.

The postholder will use their expertise to exercise their judgement in handling more complex enquiries and identifying high-risk or sensitive requests for escalation supporting the overall effectiveness and integrity of the council's information governance framework.




Key accountabilities
1. Autonomously manage a caseload of Information Governance (IG) requests to ensure timely and accurate processing in accordance with established policies and procedures to include undertaking internal reviews.
2. Provide robust advice and guidance on a wide range of information IG related processes to internal and external stakeholders to ensure compliance with relevant legislation, policies, and best practices.
3. Manage and respond to IG requests that can be addressed through established processes and policies to ensure all responses are compliant with legal and regulatory requirements.
4. . Manage and determine the Council's response to complex, sensitive and high-risk information governance matters, seeking advice from the Data Protection Officer only where matters present significant corporate, legal, political or reputational risk.
5. Engage and communicate effectively with colleagues and stakeholders to ensure a coordinated and collaborative approach to IG, fostering strong relationships and clear understanding of responsibilities and accountabilities across all services involved.  
6. Lead the investigation, assessment and management of complex personal data breaches, providing recommendations regarding ICO notification requirements and mitigating actions.
7. Provide Information Governance leadership on corporate transformation, system procurement, AI adoption, cloud solutions, data migration projects and local government reorganisation programmes.
8. Contribute to fact based research and to the development and improvement of IG policies, processes and procedures to ensure continuous improvement and adherence to best practices.
9. Participate in and support the development and delivery of training and development opportunities to enhance both general IG knowledge and skills, as well as specific contextual knowledge related to different parts of the council.
10. Maintain accurate and up-to-date records of all IG requests and actions, ensuring all relevant systems are updated and paperwork completed to a high standard, creating and producing reports as needed for different audiences on activity completion.
11. Oversee (as required) the Council’s records of processing activities, asset register and data retention arrangements assisting services to review and update these documents and their practices to ensure overall compliance with requirements.  
12. Assist in ensuring that the Council’s paper and electronic record retention practices are in-line with best practice and legislative requirements and support the Council in ensuring that appropriate cyber security standards are maintained.
13. Represent the Council and the Data Protection Officer at service related stakeholder meetings and in support of interactions with the Information Commissioner’s Office to include supporting with complaints and reporting requirements.



PLEASE NOTE:
The Council is committed to equal opportunities. 

It is the organisation’s aim to ensure that no potential job applicant, employee or service user, will receive less favourable treatment on the grounds of gender, gender reassignment, age, pregnancy, maternity, disability, ethnic origin, religion and or belief, sexual orientation, marriage or civil partnership. The Council will also not impose any conditions or requirements, which disproportionately disadvantage any group, which can not be justified in terms of the needs of the job, or the service provided.  The Council operates a no smoking policy.


MAIN DUTIES AND RESPONSIBILITIES

	1
	Main duties and Responsibilities

	
	To provide support and assistance to the Data Protection Officer in the fulfilment of their statutory role in accordance with the General Data Protection Regulations.   

	
	To keep up-to-date with and assist in facilitating organisational compliance with all national and local information governance legislation, policies, practices, procedures and guidance.  

	
	Develop and maintain systems and processes to manage the Council’s paper and online documents, records and data to ensure compliance and to assist services to develop and maintain appropriate record storage and retrieval systems (to include management of and support in completing the Council’s record of processing activity, data asset register and implementation of the data retention schedule/policy).

	
	Translate statutory requirements and recognised examples of sector specific good practice into corporate information governance policies, strategies and procedures ensuring that the Council is fully compliant.

	
	Reduce information risk, to include cyber security. through a program of training, compliance awareness raising and information governance advice to facilitate an improvement, self learning and empowerment culture.

	
	Manage the co-ordination of and statutorily compliant responses to individual requests for information under the Freedom of Information Act, Environmental Information Regulations and GDPR Subject Access requests providing advice and support to colleagues in the management of complex cases.  This to include the identification and appropriate escalation of matters which require corporate oversight.

	
	Maintain up to date privacy notices and ensure they are correctly applied where required.



	
	Communicate, raise awareness and commission/develop training to improve skills amongst colleagues and members embedding a culture of good practice throughout the Council in relation to information governance and cyber security. 

	
	Provide performance reports to inform information governance compliance across the Council including liaising with CMT and MT colleagues with regard to requirements and compliance.

	
	Ensure that processes and contact mechanisms are in place for customers to be able to easily access or request information and maintain appropriate information and guidance for colleagues and customers/stakeholders on the Council’s external website and intranet to include clear breach reporting requirements.

	
	Support the Data Protection Office in communicating with the appropriate regulatory bodies and to act as a central point of contact for data protection notifications, ICO investigations and information security breach reporting.

	
	Carry out, log and review data protection impact assessments and assist in the drafting and implementation of appropriate data sharing agreements.  

	
	Lead the investigation, assessment and management of personal data breaches, determining risk, recommending mitigating actions and providing recommendations to the Data Protection Officer regarding ICO notification requirements.

	
	Work proactively to create and maintain effective working relationships with a wide range of internal and external colleagues and stakeholders providing professional guidance in relation to information sharing to develop appropriate strategies for improved collaborative working with partners.  This to include representing the Council/Data Protection Officer at internal and external stakeholder meetings.

	
	Provide Information Governance leadership and specialist advice in relation to corporate transformation programs, local government reform, system procurements, artificial intelligence solutions, cloud technologies, data migration projects and new service delivery models.

	
	Use a broad range of information and insight to develop evidence-based recommendations that challenge and inform strategic decisions to support the organisation’s goals.

	
	Support the undertaking of analysis and benchmarking from internal and external sources to ensure the Council has the widest range of information upon which to make decisions.

	
	Ensure statutory reporting is undertaken to agreed time and quality.

	
	Put in place assurance mechanisms to monitor and encourage compliance with relevant legislation and standards.

	
	Contribute to the management of risk ensuring that the lines of accountability are clear and well understood and governance is in place for identification, mitigation and management.

	2
	Quality and Equality

	2.1
	To promote quality and equality within the organisation and in the provision of its services. 

	3
	Customer Care

	3.1
	To provide excellent customer service to all internal and external customers.

	4
	Other Duties

	4.1
	Comply with all the policies and procedures of the organisation (e.g., Equal Opportunities, Health and Safety).  Copies of these can be found in the Employees Handbook 

	4.2
	To undertake such other work as may be required from time to time by the Manager, consistent with the duties and grading of the post.

	This job description is not definite or exhaustive but is provided to give the postholder an indication of the range of activities, duties and responsibilities concerned with the employment.




	Any changes to this job description will only be made following consultation with the post holder.
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 (
PERSON SPECIFICATION
)
	ABBREVIATIONS

	E
	Essential selection criteria
	IV
	Interview

	D
	Desirable selection criteria
	T
	Test

	H/A
	How Assessed
	C
	Certificate

	AP
	Application Form
	
	



				

	E
	D
	H/A

	Experience
	
	
	

	Relevant experience of information management discipline
	
	
	

	Identify and deliver best practice.	
	
	
	

	Knowledge and experience of developing and implementing Information Governance processes & procedures
	
	
	

	Knowledge and experience of the legal and statutory requirements related to this role e.g., FOI, DP. EIR,
	
	
	

	Work effectively and collaboratively with internal and external partners to achieve required outcomes.
	
	
	

	Skills and abilities
	
	
	

	A high level of interpersonal skills
	
	
	

	Focus on outcomes and self-motivated.
	
	
	

	Think and plan strategically to deliver services that are based on colleague and customer feedback and input, with decisions being made openly and transparently.
	
	
	

	Identify areas for improvement to meet the diverse needs of customers and Colleagues.
	
	
	

	Challenge poor use of built and natural resources, delivering improvements.
	
	
	

	Strong communication skills including report writing and presentation skills.
	
	
	

	Ability to persuade and negotiate to achieve outcomes.
	
	
	

	Ability to exercise sensitivity and clear judgement over organisational issues and developments and to arrive at a balanced view.
	
	
	

	Ability to prepare meaningful and concise reports and presentations and to manage and participate in senior level meetings to achieve desired outcomes.
	
	
	

	Customer service skills – demonstrable ability to deal responsibly, positively and sensitively to customer needs
	
	
	

	Strong self-motivation and an ability to work with a minimum of supervision to tight deadlines 
	
	
	

	Ability to work co-operatively in a team to achieve prescribed objectives
	
	
	

	Ability to organise workload with discretion, tact and integrity
	
	
	

	Knowledge / Education
	
	
	

	Degree or equivalent on information governance or legal related discipline.
	
	
	

	A thorough understanding of the environment in which local government operates
	
	
	

	A thorough understanding of the environment in which local government operates
	
	
	

	GCSE English and Maths or equivalent
	
	
	

	Standard MS office suit and IT systems to manage information governance requests
	
	
	

	Other requirements
	
	
	

	Proof of Right to Work in the UK
	
	
	

	Flexible working by arrangement.  This may include some early morning or evening work
	
	
	

	Demonstrate an understanding of acceptance and commitment to, the principles underlying equal opportunities
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